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Customs Fraud Detection Algorithm Based on Ensemble Learning and
Multi—head Attention Mechanism

YU Zhiwen', SHI Shuicai'*, WANG Hongjun'"*

(1. Computer School, Beijing Information Science and Technology University, Beijing 100192, China;
2. TRS Information Technology Co Ltd, Beijing 100196, China)

Abstract: A deep self attention ensemble model is proposed to address customs declaration fraud. By combining tree structure information,
deep neural networks, and attention mechanisms, it can more accurately identify and respond to customs declaration fraud. The model first uti-
lizes the ensemble learning XGBoost model to transform customs data into tree structured leaf nodes, and uses entity embedding vectors to rep-
resent each node; Secondly, using deep learning models to calculate attention weights between nodes and between fraud risks within nodes,
and obtaining fusion vectors; Finally, the fusion vector is transformed and classified using linear layers and activation functions. Experiments
were conducted on a real customs declaration dataset, and it was found that the proposed model exhibited significant advantages in accuracy
and robustness compared to the baseline model, with ACC and AUC indicators reaching 89.81% and 0.814 2, respectively. This model pro-
vides an efficient and reliable tool for customs departments to detect potential fraudulent activities and take corresponding measures, suitable
for analyzing large—scale customs datasets, and helps protect national interests and national security.
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Table 1 Comparison of accuracy and AUC values of different algo- Precision-Recall Curve
rithms L KB 4 R APt}
F1 REERMOEHE AUCHELE — om0z
(R0 Accuracy AUC "
LR 0.576 2 0.596 8
DT 0.676 2 0.631 4 s °
RF 0.676 6 0.724 9 E
AdaBoost 0.660 8 0.6705 h
XGBoost 0.8205 0.713 1
LightGBM 0.7875 0.6927 =
CatBoost 0.695 1 0.707 4
XGBoost + LR 0.8297 07332 o
0.0 0.2 0.4 0.6 08 1.0
LightGBM + LR 0.805 1 0.674 5 Recall
DAE1 0.889'5 0.803 3 Fig.4 P-R curve
DAE2 0.898 1 0.8139

Table 2 Comparison of accuracy and recall rates of different algo-

rithms under different inspection rates

#2 FASRETAREANERENZEELL R

ik Precision Recall
1% 5% 20% 1% 5% 20%
LR 0.1522 0.1595 0.1265 0.0200 0.1052 0.3340
DT 0.1061 0.1175 0.1302 0.0139 0.0775 0.3439
RF 0.2099 0.2065 0.1749 0.0276 0.1363 0.4618
AdaBoost 0.6467 05409 0.5287 0.0357 0.1497 0.4498

XGBoost 0.6103 05748 0.5481 0.0365 0.1512 04687
LightGBM 0.6320 05757 0.5405 0.0334 0.1468 04526
CatBoost 02537 02309 0.1826 0.0334 0.1524 04822
XGBoost + LR 0.6796 05653 0.5451 0.0383 0.1515 0.4828
LightGBM + LR 0.5108 0.5350 0.5264 0.0365 0.1484 04781

E4 P-REZ
JH CTGAN J& , K518l 0.377 334/ % 0.642 3, Fl-score [
0.534 9 - F+%0.939 3. X /&EH T CTGAN BB A &A= W
ZREACBIREAS X R ) o 5 i A BRGS0
5K, CTGAN FEH& FHE AU M fig i A7 i 25 VE L O
IR A BT 2 85 AR A R AR AN X ) e B AR
UF Bz AR T RIS UESE T DAE Sk A Rkl
AHE
Table 3 Result of ablation experiment
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